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PROBLEM TO BE SOLVED: To provide an 
authentication method to set connection between 
devices desiring data transmission reception 
under a communication environment using 
communication standards, such as Bluetooth. 
SOLUTION: The method is configured, such that 
the authentication procedure to set connection 
between devices desiring data transmission 
reception is decided for a single authentication 
procedure or a mutual authentication procedure, 
on the basis of the authentication condition set to 
a device receiving an authentication request in 
devices that transmit/receive data. Thus, the 
setting of connection between the devices going 
to send/receive data under a communication 
environment operated, on the basis of the 
communication standards, such as Bluetooth, 
can be conducted more reliably and accurately. 
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KIPRIS(33H*«»S) HI0IXI2/16 



« ovms. m 0 1 EH ^sf=A|o| 7[^tl S*l (device) L^l 2j§ (connection) S 3 §(establishment)Sp| °lg^^o|| 
S £3# 'flfi oJ# (authentication) ^0)1 S€h 2do|cK 

g^B^- ga|^oj H|0|#(cable)«0| •^d¥-^ i r(radio frequency, RF)# 0|gt>KH ^# 3*P|7|(electronic 
devices) 2J<HI ZL^SS £||o|Ei $^=^f 7 r ^SP)l = *J d|o|E) #d ^^(local wireless data 

communication specif ication)o|cK 0| g^^fe 4 CVSD(Continuous Variable Slope Delta 

Modulation)* *HS°rOi 5Z12| xj|*l- «o| gxf d||o|e^ #g-o|H #ah 7*«H=K 

oiais S±J o|#shfe gdlfgoiiAi e||o|e4« £^AJ«t7| AS S*I#S 3|o|e-|# e^tlvPI 

Soil «l*rfe S-xIZJ-oll (connection^! ^§s|Oio F »cK °iS§ ^ § «fe *r§# RF§7|« Si^te sfS , Sd 

sHixTsRz- ^*|a| H3 eta|zfZ}a| ga ^§^g a! sHy^S^SSS t 1 ** ^ Si^K neiM, o[*\»[x\ 

gAj olgsr-^ #£!£rSo|| cHtr -Fr^ *H§o| *M*sp|| o|^.cHx|x| uH^chi SSafSf H IS£J- 



ojgsTaoll tcj.sfdioleH t^i!t S«lfe &*l^s| S2§ ^§sp| °l#S* r S xSI*fe.2!§lfflS *il#*rfcm 
55. 



At 7 | axj|§ £|sr&| ^-°Jo|| cr)-# ?t!£S El|0|6l# f4=i!lf =r Sit S"*l2i-ai S2§ -ySSPI 

U^. uj-^oii sicHAi, (a) -ass &m s*i2 r 2i s!#s*r« tSspi ?-isn -ym s*i^2s 1 21s 

a? d)|a|a|# $§«f^ tMI;(b) fll 1 °j§a^ di|a|x|oii ms- °j# gg- chi^i^i^i- ^-ijEia, 5d*H£l §s+a=oii rxh# 

^ § o| d||a|x|# ah^ ^gsfSAi xH&sffe (c) (b)&n ^ ^, &*|S¥eH x| 1 D)|A|x|7h 

x\\ 1 Q||A|7:|7r rtSal t))|A|x|o|| q|§H|*r §3 DflA|^|ojx|e Er^|;(d) (c)<E±X\2\ «|3S=K >HI 1 ofl^l^Pr g& 

Dj|A|X|7h oN2 fll 2 SJ^a? 0|A|X|0|B, 2 D||A|X|0|| C(|gH|^ g& D||A|X|* ##^r 

- c^l; ( e) (d )ch74| ^. ^ch *ll 2 HA|x|7^4Js|fl. 2 DflA|x|n rfc§2| m|A|x|o|| qigs|^ g& 
D||A|x|ojx|# xMELM^ E.MI;(f) (e)Eh^l «I3^2|, fll 2 d||a|x|^ 4:S2| D||a|x|o|| q|#E|fe d)|a|x|o|S, °J#^*r 
S ^SShfe 'El-Til* SPIfe dl-B^s^K 

a i 7 1 ax^ff g-AHspi ^..^-goll ccf# ^S-E, y|o|E-|# $=f=Ajlf 4 s Sife- -ySsPI 

o|s |j. a oi| sio|Ai, ( a ) S!*rfe ?J§ 3*Hi tfsPI ^1 ^ ^1 1 2)^2. ^P- m|A|x|7h 

^d=Ta JHI 1 SJSS? DflA|x|o|| cHg£|^ gS- £H|a|*|# ^S^rfe E.^l;(b) (a)£.MI ^S^, ^9^1 
CHlA|x|7hV-dJ£ia ^AJ2| £!# 3E2d# *l|HSrfe E.^l;(c) xJajs| °js 5 g§ *)|3^ -fe}^ o|§o| ^SSrS, ^ 

S2| d|a|x|* xiWsrH, »l 2 eJSfi^ o«A|7:|S Atq S *| S B?(;(d) (c)t^l ^S*. ^P) «| 2 

0js a? . 0||A|X|0|| CHgHlfe Sir 0)|A|X|7|- ^AJS|a, (C)£.M|0||AH X]^*} D||A|X|01| m§E|fe#S D||A|X|# &*| 

0|S r , M^SfOj & -fe,MI*l -y?l^r. 

£1 »g ^ojofl ccf^. =j§yat A|^ao| 7|g #^£0|cK £ 1« S2*rS3. A I^BS, 2!^a 

^p. 7HA|^(i00)3f ^i.l^(110)°S ^^ScK °l#fi^- ?H^I^(100)^ °J^S? ^d^(110)E ^ 

±2-1 #-£J ^Ff^°S q|o|EH# ^AJtJ- ^ aHs ^*|o|| 9-b|gcK o)|# #oi, eigfi^ ?H>M^(lOO)-g- a 
aj*cH| sH&sT-fe- S-*|o)| ¥"|£JH, ^a|^(110)-& Si^J^CHI «H&£jfe S*|o|| ^h|9^K 0|&|& °J#S^- 7||a| 

i(100)2r °l^a-T l 4=d^(l10)-= *i|cH ojE^E||o|>:^(Host Controller lnterface)(102)(112), 1I3 Sr£W 

(Link Manaoer)(106)(116), *Eh*(end portion)(108)(118)» *W SS&cK S3 aa|x«(i06)(1 16)« ^ miaai 

(105, 115)S as-ecf. 
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KIPRIS(SJmSHSS) HI 01 XI 3/ 16 



S^M *\\0\ oje^|0|^-^(102)(112)^ y AA Plg^tr £A|§j)S>|. Dj|0|£-| ^Aj§ op | o j oH 

2(layer 2)ofl *H9£|te- S»«a| (interface)* £ ^JSS^r 1 7HA|*(100)3* 4^^(110)01 SH&£| 

- 2^e( D | £A|£j)SF ^a|g £a|o[ ao|cK 5>^(°l e = i^-g- *Aj fl^0{| ctj- 

s r SS=lte ^|o|2, go|^o^ oje-i 7 r *l 7|^SS §-*l°-l g^|cH^(Q| £A|§|)oi| o| SH xn|cH£|c>i g 

- s xHlcH oTeHIHI 01^:^(1 02)(112)2 r 2J & 2 (connection) S *H y# I fl*K* t &i|o|oH 2oi| sH&£|-=- 

7|L.g L2 CAP(Logical Link Control and Adaptation Protocol) % g§(Applicationp|-^ §§ o(-5E^ 

gH aa|xKl06)(116)-& M^-^^SI- a« #d fl^foil cH|o|&H £^<*J# £J°KEr S-*l°-r°-l <ygg ^§ SJ 
(connection establishment/release)^, £aol «HSs|fe |3 aa|*Kl 1 6)(106)^o« ggg S3f 

(handling) ofe 7|^# maa|(l05)(115)fc *H9s|fc ^if «a*P| *|sH 

Sfi& ga £Fa| H^S.S(Link Management Protocol, o|S|- LMPa r H ^^) Di|A|x|# *H§S*cK 

5EHr(108)(118)-& cH| o | EH #^Alg oj o[ H^n|- X\*l\$l\ bflo|>^ *H ^(Baseband) *l|ol* ^g»t:f, H^n|- Xjaife, # 

^^^Oil tt|.# §AJ ^goj|Ai Dj|0|E-j# ^^^JoFUXl- S-*|Z.K>|| H^HKRF) #Ajg 7 r feoW| §|-7 1 *| » 3d^M, Jl 

~n|. a|^So| §7|£ r a ^M(symbol)^ 5^!.^. ^|o|^ «H = *1|cH 7|fe^ ^S^r/S^r 

(coding/ciphering), ?H#l!(packet handling), sS(hopping) SSficK 

0|£ r &0| ^P-AH£| oj^fi^ 7HA|A(100)^ ^^1^(110)^ CHSH|-^ £.± = 2\ S^F-Oil o|^H AV^^o| Jl^R[ § 

7|# s*|a|^i ^ A^zioii °js§ ^a^wi a^K ^5^1 sa eJ#a^ ^i^ooo)^ ^i^s.^ 4^^- 

(110)011 zjzj- WisicH SUfe Sa aal^Kl06)(ll6)2}s| £!§S*I-*^*I xSS^K 

SE 2A, B^r & cc r # 2J§^S# ^So^mi ZloiM, Zl^SL^ 7HA|^(100)S| §^ ^SJEOlJl, £ 3A, Bxr & ^ 

□|0|| CC|.# °J#S-aS ^rS^CHI SiCHAH, oj^£L^ ^A|&o| fxf *g£0|CK 

£ 1 , £ 2A, £ 2B, -£ 3A Si £ 3B# &ZE*W * g-gol| 'Sl«»ao|| C«SH ^8^0 ^^K 

ojjgj, oj#S.^F 7HA|^(100)S| ^a|xKl06)^r E.^1 202Oi|Ai #E>¥(108)S £tt°W ^#2. ^(Authentication 
Request) LMP d|| A|x|(LMP_au_rand)# ^#o^, 302^1 a-| ojgs?- ^d^(110)2j |H aa|XKl16)fe 
(118)* ^J^S.^ LMP D||>Mx|(LMP_au_rand)# ^d&^K 

cj-Tjl 303O||A-i §H &£|*r(116)fe- ^9 LMP oil a|x| (LMP_au_rand)oi| ' ^, 

ej oj^s^ LMP ai|A|x|(LMP..au^rand)oi| SSi|CH SB H( random )SS2f ||3 Sa|xKl16)7 r S^^Jl Si-fe- ?| 
(key)S^* o|#o[ oj>4o^ ojs 7j|Aj5j-cK ^| 304o||Ai §3 ^a|xKl I6)fe ^l^S §&H^ ^-ahsi oj 

# §a LMP Dj|A|x|(LMP_sres)* SE.^(118)* §#^h01 oj#2^ 7HA|^(100)°^ ^tt^K 

o|oi| ccFBh o| f o ? 7HA|^(100)^| aa|xKl06)fe t^l 204Oi|Ai #E_^(108)« #§H §3 LMP d||a| 

xi(LMP_sres)# ^dt^f. tWI 206CH|AH ga &a|xKl06)-& £J§ S^r LMP Di|A|x|(LMP_sres)7|- 

x|# i^|H^^E^ xliaySB Er^il 202oiM ^J#S^ LMP oj|A|x|oj| s^£|0H 91^ ^jS (random) §^£ r §3 & 

a|xKl06)7r M#of2 ?l(Key)§S# o\&*W o|^ch^Jck Ha aa|xKi06)fe x^ 0 | a#o^ ?I§M 
S|. oj§fi^ LMP Di|A|7:|(LMP„au«rand)oi| a»A|y LH@Sfif 0|§*h oj^4 a 4* S3 »a|xKH6)a*B| ^aj & oj 
§§S LMP Di|A|^|(LMP^sres)o« 5L»£|Ol e!#S&i r "liHohOi, ^xH °J#€& LMP □« ^1^1 (LMP_sres)7 r 

x|» *l|a^£^ ^F^^ ^ SlcK o| OH, §a &a|xKl06)a r aa|xKH6)fe ^l(key) Sfif ?ifecK 



t^l 206oj|Ai xHIBS} 2^K ^^H ^rdS LMP oil a|x| (LMP^sres)7 r Ha aa|xKl06)fe 

sj^ o|§ xjojoi ^nH(fail)& ^H^. &E>o^, 208oiM °\^o\\ fla|# »cK o«« sHa-£|fe s^: 

^(□l £a|^)^^ oj^fi^ -a|* (110 )o^ *H9s|fe oj§^so| ^n«£)oH§g gfisfe 4 s °JcK aa| 



a^uK EJ-^I 206o||AH ^| 3 ^ S^K ^r^JS °J#g& LMP D| a|x| (LMP„sres)7f ^d^S HH &a|X|. 

(106)^ B«l 2120||Ai o^a ^ay^l7 r S^EMI (pairing process)oi| «Has|fe «Ba»cK o|fe |3 3 
a|xKl06)oi| ^Fti|£jcH °J£r Dfl£a|(io5)oi| |h ?|oj| cue S^f ^»s|<H SUfe^loil uta|- SSficK ^ t oil S.a|(i05)o|| 
S3 ?|oi| cue SS7I- ^^£|CH ^o Sf oj S ^7| S^BTil^ e^e^K 
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&n 212o\\m a^. ^2 ^atw^^i g^Ewimi sh&sm^- 3^<hi, emi 206^1^ 01 5=71 ?i 

(initialize key)SMo|ch tx^W. aa|*Kl 06) ( 116)ZWI o|«« 7|(link key)S «H«d«t<Ho|: ftch |H ?|fe g 
§ -a So|| °\z\\ ^a|*Kl06)(116)2}o!| Hat a^qck 

o|o|| cc|-a}ti*|| £g -MSEMW^fce S^EMIoil sHifrsiS. B*l 2140||aH ga B*a|xKl06)te §3 7|§ 
7\ ^oh LMP oi|A|x|(LMP_comb_key SE^ LMP_unit_key)# §W(1 08)# SfoW 21^2.^ ^£!^(110)Sm 
°jA-) d|| aa| (105)o|| xlS-e^K LMP_comb_key^ ga aa|*Kl06)7|- ?l SMSf ga aa|x|-(1l6)7|- M 

«3f2 7| gfif o|#^oi ga 7|# of-Zlx|- g cell #||s^ LMP mi A |x|MAi, ^H" 7| 

(combination key) ^ mi A|x|o|ch LMP_unit_key4=r ga &a|x|-(106)7|- MW*^ Sixr ?l 0|So|-0i g 

3 7| §fif ^^S^xf- g ccH LMP DflA|x|^Ai, yej 7|(unit key) ^£ fin?- d||a|x|o|cK 

emi 2i4oiiAi -a^s *ie lmp Dfi^ixi7^#£ia, ga aaixKnejfetwi 308miAi *!S2£!§*iia 

»cK x|->M2.| ^ £]#(Mutual authentication) § ^7 1- H^£|CHot Sfc x|* ^ 21^- §M0|ch 

Sa| oil CHI AH oj# oJcH|o|#(Authentication_enable) §Mf o|»»ch <*l* *Ki!*l £!<>l|0|#g M7|- 

'0x00' S3. Stl^S, ^S£!§o| HEim «&7|- 2!Ssl &<^£W. U J9, *kJ^I £!°Ho|SSM7|- 
'OxOVS ^§£|CH &S^, ^s°!§o| 3^ eattch 

EMI 308^1 *Haa*h ^s2J#o| jisiS S2.7I- ^xh ^-fcJS LMP m|A|x|7h ga AS 3do| °s. f ga 

&a|x|.(116)^ EMI 309o||Ai ga 7| Di|A|x|oj lmp Di|A|x|([_MP_comb_key LMP_unit_key)# 

ic^( 118 )# g^O=| £!5fi? 7HA|^(100)H^ $#ScK o| tcH, ##£|^r LMP m|A|x|fe eMI 214011*1 $§9 oil 

a|*|s>|- ^|fflo| ga aa|xKi06)7F s^in si^ 7| §M£f ga »a|*Kii6W fi#*Ki SUfe ?l Sfif sta-fi- a 

o|§S|-a| ga ?l SM#^^^7| S^S^oii, 2.^ Dl|A|x|(LMP_comb_key)7|- H|JL, ga ^a|x|- 

(116)71- H^tf2 Si-^ ?| §M°J§ 0|S©W ga 7| SMf ^^o[HX[ » ClUCHI^ ^ 7| £jAH fi^F DflA|x| 
(LMP_unit_key)7F 

n g 3 aa|xKH6)-b 3iooi|Ai ga 7|* a^ficK ga aa|xKii6)fe ga aa|xKi06)sh ga a■a|x^ 

(116)^o|| ga 7|-i- ^Sop| ^|SH LMP Di|A|x|7h S.^ 7| a^P- mi a I x I ( lm P_com b_key ) St^I, 

SthS g^ 4S^S^K ga ^a|xKl06)-c- ^U" mi x| x| (LMP_com b_key) # 

^f^oLf bjh S-a|XKl16)^ Ehtt S^- m|A|x|(LMP_unit_key)# S^oll, ga &a|xKl16)-^ x^ 

o| ?j g^cHI 9.\^^[oi ga 7|# -a^^cK ££, ga ^a|xKl06)2|- ga &a|xKl16)Z}o|| LMP m|x|x^ Eh 

«l 4S£S SL^?- m|A|x|(LMP_uniUkey)e! §^o||, ga &a|xKl16)fe ga Sa|xKl06)s| 7| §am| sl^oKH ga 7| 

# aafltK oi^ 7i^o^ &j 3 ^^£is, twi 3i4miAi ^7| g^^imiAio| oj§s^# &s»^k 

a&|L.K £[tii 308^1 ^laS^K ^s^J#o| ^2:7^ ^ooj i aj 3 &a|xKii6)^- 3^eo\\M ga 7| ^ah# ^i 
«H tdS lmp m|A|x|# D||aa|(i 15)011 xi^ohcK a c^g, 3AQo\\m ga ^a|xKH6)fe ^JSS.?- LMP m|A|x| 

(LMP_au„rand)# #E.^(118)# S^W 2!#£L^ 7HA|^(i00)^m $#a|cK 

ga &a|x|-(106)^ 2140||Ai ga7| +$gm «Sh LMP m|A|x|# ^, 2160i|Ai a^cH&*|2J 

fi ^'-Ai^( 110 )o £ ^ lmp miA|x|7i- #n 218oiiah ga aa|xKio6)fe ^ds lmp miA|xi# *nae^. 

J 5 t ga ©a|xKl06)^- LMP m|A|x|7h ga 7| ^-|°|- LMP m|A|x|(LMP_comb_key SEfe LMP_unit_key)^! 

xl'ojgS.^ 1 LMP m|A|x|(LMP_au_rand)£]x|# *H3»cK *l|a-b ^r^l^ m|A|x|o| iij|o|^^(payload)o|| 
^(identification information)(op code)* b|»^oi ^SS^K ^, g3 »a|xKl06)fe ^^SSoll ^loH «xH 

^Ajg lmp m|A|x|7^ ga 7| -a^s lmp miA|x|ojx| lmp miA|x|ojx|-i e^ecK 

■EPII 218o||AH *l|ae> S^K ^>J£I LMP d||a|x|7|- ga AS!" LMP mi A|x|(LMP_comb_key SL^r 

LMP_uniUkey)o|B. 220m|AH ga »a|xKl06)fe §l H °' »a|XKl06)fe ga 

3a|xKl16)fi|- g3 7|# ^§oh7| ^|SH LMP m|A|x|7h ^Sf 7| m|A|x|(LMP^comb^key)^J S^oil, 

Sf^sj a^oll °|^o^oi ga 7|# -a^ScK n^i4 ga Sa|xKl06)-^ ^th ^| mi a|x| (LMP.com b_key)# 

ou|- ^a|XKl16)fe EhS ?l -a^ S^ 1 m|A|x|(LMP_unit_key)# S°o||, ga &a|Xf(106)fe ga 

&a|xKii6)s| 7| s^oii ai^^oi ga 7|# ggefch se, ga aa|xKi06)s|- ga aa|*Ki 16)ZWI #^^lt!-LMP 

m|A|x|7f 7| &g m|A|x|( L MP.uniUkey)^ ga Ba|XKl06)*r x^s| §ami ga 7|# 

4S«BCK 0|£h 7|^o^ g 3 7|7^ a7(| 210O||A-i ^7| Q Q|| Ai o| o|g § *h# &£»CK 

aeiM, c^| 2l8oj|Ai SJiK 4=^9 LMP mMx^ LMP m|A|x|(LMP.au_rand)o|^, ga £Fa|x|-(l06) 

^ E^Tii 2220||Ai noil CHS- 2JSg& LMP m|A|x|# gE.^(108)# §#oh0l °J§£? ^^^(110)^^ 
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0 |o|| a\B[ ^AJ^(110)S| |H &a|xKl16)^ EM 32CW|A-| LMP D|| a|x| (LMP_sres)# ^-fc] tinK 3 

c ^ c^l 3220||AH S3 aa|*Kl16)fc °Jf§S x|« *|3£hcK *i|3gj*i5 EM 206 

oll^s^oi^ dfAio^ ol^-oj^jcK EM 322011 A-j ^tlS ^l§g&^|A|x|7F #1^1 SfHSj, H3 &&! 

XK116)^ EM 324CHIAH °l§ ^nH*]a|§ °KH, ^M 3140]| AH ^gf gfiach *JsHfla|fe EM 2080flAis>|. ««j 
Wll^«fich 

aaiuj eM 322^1 ah a*K lmp ^|a|x|7^ #:&a S^ofl, |3 aa|*KH6)te *la|7|- S 

3 ?l o, Lh LMP DflA|x| ^AJoii zilEr 3do|Hm, EM 32501IAH CH| sa| (n5)oi| *1S-£|oj |3 ?l 4S^-g flfi 

LMP d1|aT^|o|| qjg^Hfr D|A|x|o( SH&Slfe LMP QflA|x|# *a*(118)» £]#£L?- 7||A|^(100)SS 
cK nam, EM 326cHiAH »B|XKl16)fe 4»tt EM 310cH|AHSh i>o| S3 ?|* 49^^. EM 3140j|AH g 
^tEMoI|aH °] a^oJS Sfi&^K 

ojgs^ 7HA|^ g3 &aW(106)fc EM 2240i|AH |a ?| «B «|a|x|oj lmp d{|a|x|7|- ^Aj£|°3 t EM 

2250IIAH ^Ajg LMP DfiA|x|7|- EM 214o||aH x-|»a d||a|x|o|| m|A|x|ojx|# ^|a°.^K flaa^f, cng£| 

- gg. D||A|x|oj g-^oi|, ga aa|xKi06)te EM 226o{|aH ^££t c|7j| 2200liAH^ 5>o| |3 7|» 4B4S» . EM 
210OIIAH £7| 3^^|oHaho| A^ojg SSftch aa^, EM 225o||ah *j|3°J- 2*K t^S LMP d1|a|x|7|- q) 

gg- cH|A|xph oWS, cHgs)^ ga d||a|x|7|. ^<MH W^m 7|c^cK 

■ ©a, EM 212o«ah 1)3 aa|x|-(106)7HN|3» a*HS| fl3 4JSEM7* 2=7| S^rEM7|- oHS, EM 228oi|AH 
Ha'aa|xKl06)fe <S 2 (connection) as. oil A|x|(LMP_setup_complete)oll sH&s|fe LMP d||a|x|# oi^-s^p. ^ 
a|^( 110 )o^ ^§3^ ah Di|sa|(i05)cH| *|§MBcK 

o|oj| cc^ ga &a|xKl16)-=- EM 306oi|AH ojg &s di|a|x|o|| sH LMP D{|A|x|(LMP_setup_complete)# 
^a|^7|| s\o\, EM 308O1IAH A^g u^sj. x^a|o| oj^^THg *||3§W| ficK *HHa^K A^o|^0| l£o^| 
g^oii e^l 311 oil Ai ga -aa|xKH6)-fe LMP ch)a|x|oi| chs d||a|x|oi| §HS-£)^ ^2 LMP oil 

Aj*|(LMP_setup_complete)# ^J#£^ 7HA|^(i00)o^ $SS[2, El^I 312o||aH ojg §xh# §Stf2 *H&H|fe ^§ 
S 418fi?l, tWI 3140i|AH o^a ^§ gm^cf. 

neluj ga aa|XKH6)fe EWI 308S| JHlHa^f, ^±£J#0| «fl»a^0|| 31601IAH o^a &s 

LMP Di|A|x|(LMP_setup_complete)# HH£L|(11 5)cHI ^&*fcK 318o||Aj ga »ajxKn6)fe 21^3-=?- LMPDj|A| 
x|(LMP_au_rand)# ^J^^^ 7Ha|*(100)HS tf^L 

S3 &a|xKl06)^ E>3I 230CHIAH a^ & 5t|o| oj^ozp. ^aj a( 1 1 0 ) o^eH LMP Oil A|x|7|- ^a|£| f ^| 232o\\M 
^aj^d]|a|x|7^ oJ^S-^P- LMP D|| A|x|(LMP_au-_rand)2J^I , ^2 ^3 8S LMP oil A|x|(LMP_setup_complete)^J^I# 

*iiaecK *ii3^«B ti-^i 2i8oiiAH£f g^shTii pi^oiacK 

cj-741 232oiiah jsiiafi a^K ^r^JS diia|x|7J aa as lmp diiaixiois, ga &a|xKio6)^ 235011 ah oi§ 
gisn, shs-si-c ^aa ^, em 2iochiah ^s^ss #sacK zl^^k e>^i 232011 ah *naa 

a^K LMP D||A|x|7h eJ#S^- LMP q|A|x|(LMP_au_rand)0|3, S3 Sa|XKl06)fe Eh^l 236o«ah aoj| chb ^ 

S3 aa|xKl16)^- EM 320O||ah oj^gg- LMP d||a|x|7|- ^^J^^, E.M 322o||aH ^o| 
LMP £>l|A|x|7h «|3»CK E.M.322CHIAH ^|3t> S^K ^J#§& LMP tHI^|7:i7h ^S^l Si^S, S 

3 Sa|xKl16)fe- E.M 324# ^SaciK ZLB\i-i t ^aJhj o|#g^ LMP EH|A|x|7t S3 aa|XKl16)fe tM 

3270IIAH Dlisatd 15)011 XHSS|0H Si^ £2 tf«as Dli^l^|cH| qjgsj^ g3 ojl^l^l^J ^2 »S LMP d||a|x| 
(LMP„setup_complete)# 7Ha|^(ioo)o^ ^f&cf. 3a|H, S3 aa|xKl16)fe E.M 328oi|AH a^ 

*tm aa^ui/^srsife ^2-g 314011 ah oj§ »s»tK 

S3 aa|xKl06)^- Eh^l 2380{|AH o^2 LMP DflA|x^ ^d^lS, E.^1 239o«aH EM 2280||aH o||a.a| 

(105)o{| xH^th LMPOII CH#£|^ gaoi|A|x|o|x| ^|3&cK ^|32^K §S oi|A|x|oj g^o||, ElM 240O||aH 

S3 aa|xKl06)^ ^#§xh# SfiSfl, «H9£|fe oJSi ^, E.M 210o||ah ^2 *fitW. 

a eh e.M 2390IIAH *||3a 2^. P)#£J^ oj|A|x|7h ohtd 9°^, S3 Sa|xKl06)^ oi|A|x|7> 
^dS ccil^l 7|c^cK 

£ 4A^ £7| ^ ^(pairing) E.M o|| ah ^gsj^ ojg §xhio|| 7H^£^ah, EhS ^iSo|| aja- g^o|ch cc^ah, £ 
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4ACHI £A|£j d|2f ao|. SlSfi^ 7HA|^000)£| S3 aa|^Kl06)ol| CDS- eJo«o|S(Authentication_Enable)^ 
"0x01"^ -MSsloJ 4**^(110)21 ga &a|^KH6)oi| cHS!" ojg ^]oi|o|g(Authentication^Enable)^ 

o|fitf ao| ojs °\o\\o\m°\ ^o\\M % ^ifW 7Ha|^(ioo)^I HH aa|xKi06)7(" *J#£^ 4^^(110)21 S 

3 fta|XKl16)S eJSfiT 1 LMP Di|A|x|(LMP_au_rand)# £#^3, <2J#£^ ^£J*(110)2| S3 &a|x|.(1 16)fe 30i| 
cHS! Di|A|x|oi| SHS^tt £J§ LMP Di|A|x|(LMP_sres)# £!S2.^F 7Ha|^( 10 0)^| §3 aa|XKl06)S 

o|ofl| cq-a|- -EJgozp. 7HA|^(ioo)s| H3 &a|x|.(106)-c- S3 £8£^l-7| ^ISF LMP £HMx|(LMP_comb_key SE-^ 
LMP_unit_key)# £! 4*^(1 1 0)£| gH Sa|xKii6)S ^#3^, LMP oi|A|x|# o||sa|(i05)o|| 

fi-ch SJ^a^P- ^Aj^(H0)fi| Ha aa|xh(116)fe §H ?|# «gsf7| SIS!- LMP DIMx|<LMP_comb_key ££fe- 
LMP_unit_key)7|- ^<M£J^, ao]| qfgj- Di|A|xjol| s|| g-H) S3 7|# «go|-7| LMP D||A|x|(LMP_combJ<ey 
££^ LMP_unit_key)^ £J§£-^ 7HA|^(ioo)a| §H Sa|XKl06)S ^SojOl, SH&£|fe DH 7|# *H . 2=7| ^ 

e^|o]| a-{ o| ojs SSfich oj|£^i ?Ha|^(ioo)^I S3 aa|xKl06)'fc S3 agspl SlSh LMP 

(LMP_comb_key £££r LMP_unit_key)7t ^<M£J£, SH&£|fe S3 ?l# ^^^21, ^7| S^^oil Ai o| ojg. §x|-# $ 

JE 4B£r £7| S^(pairing)Ef^|o||Ai oj§ a*>£o|| cHSF 7H^5E^M, a^ ojs 0 | |sg g^o|ch o|-BKM. 

£ 4BCHI £A|£j bj-sf ^>o|, °J|£? 7Ha|^(ioo)^I S3 3*a|xKl06)S|- 4^^(110)21 S3 &a|x|;(1 16)011 

CHS- £J§ °!o||o|e(Authenticatjon_Enable)^ "0x01"^ ^§£jo| HcK 

o|£>f ^o| o|# °lo||o|#o| AtE||o||Ai f oj^fi^- 7HA|^(100)^I S3 aa|x|-(106)7|- £!#&?- 4^^1(110)21 S 

3 aal xKl16)m eJSS:^ LMP 0IWx|(LMP_au_rand)« oj^SL^- ^±W110)2| §3 &a|XKl16)-c- 30j| 

CHS! Dll A lx|cH| ^HS^rr §& LMP Dil a|x| (LMP_sres)# £!f£? 7f|A|^(i00)2| S3 aa|xKl06)S ^ti 

c ^ 

o|oj| ct|.a|. oj^^zp 7HA |^( 100 )o| aj 3 aa|XKl06)^ S3 9\m $\?i LMP D||A|x|{LMP_comb_key SE-^ 

LMP_unit_key)# £1^2.^4^^(110)21 S3 B-a|XKl 1 6)S *«*FS*1 . **SKMP D||x|x|# D||aa|(l 05)ofl *■]§■ 

^^^(110)^1 S3 aa|xKn6)^, x^oj ojg ojo{|o|Mo| a^ oj§o| sl^h)^ StH^ ^S^lcH si^^ 
£, S3 7|« 4S^€r|-7| ^IS!- LMPE>l|A|x|(LMP_combJ<ey LMP.unit.key) 7 1- ^^jsiSj, D||£a|(ii 5)o\\ x^^cK a 
c(-#, °J^S.^F LMP D1|A|x|(LMP_au_rand)S 21^2.^ 7HA|^(100)^I S3 &a|xKl06)S #$S}cf. 

oJSfi.^? 7HA|^(100)^| S3 &a|XKl06)fe S3 9\m ^&*[?\ $\2i LMP D||A|x|# 4^ti 

(1t0)s| S3 aa|xKll6)S^M ?1 ^Sl^- LMP o||A|x|(LMP.au_rand)7h ^Ajslfl, 3o||. c||S g& H|a|x|ch| g-Hj ^ 
£i§ §^ LMP oi|A|x|(LMP_sres)# ^#2.^F ^£J^(1 10)^1 S3 Sa|xKl16)S #S&cK 

ojsa^- ^aj^( 110 )s| S3 aa|xKl16)-b LMP c>i|A|x|(LMP_sres)7f ^d^lS, oj| aa| (1 1 5)cHI xH^efge 

S3 ?| LMP £HI^|x|o|| ch§£|^ §g- D||A|x|oj lmp d||a|x| (LMP.com b_key ££-^ LMP_unit_key)# ?J#S: 

^ 7Ha|^(ioo)2| S3 &a|xKl06)S #€SF -fl, «H&s|fe S3 ?|# ^7| S^^7i|cH|Ai o| oj§ 

*S»cK «J#S^- 7HA|^(100)^I S3 Sa|xKl06)fe S3 9\ Mti LMP t>lMx|o|| qjg£|fe LMP o\\a\x\ 

i\ ^A|£|g f sh^s)^- S3 7|# ««S(2, ^7| Eh7i|oi|A-jo| ojs 

£ 5A^ S3 ^ISf £!S ^xh£oi| chs!- ^asSAH, ^!#oi| o|£ h g-^oich. ixfafAi, 

£ 5A0i| iA|£4 ti^ ^o|, 7HA|^(i00)s| S3 &a|XKl06)o|| cHSh °Joi|o|#(Authentication.Enable)-& 

"0x01"^ ^Ss]cH 21^1. ^aj&( 110 )o| bj 3 aa|xK 116)011 c«S!- °ioi|o|#(Authentication_Enable)-B 

"0x00" ^g^ioi Si^K 

o|^ ^o| oj§ oioi|o|go| ^eHoiiah, oj^s^ 7HA|^doo)s| S3 aa|xKi06)7|- °Jf£? ^d^(no)s| s 

3 aa|xKl16)S 21^2-^ LMP DflA|x|(LMP_au_rand)# ^J#S^- ^^^(110)^1 S3 &a|x|-(116)fe noj| 

CHS^ SS" 0i|A|x|cH| m <kS$\ ^ ga- LMP £>1Wx|(LMP_sres)# °J^£^ 7HA|^(100)S| S3 Sa|xKl06)S 



o|ch| c£fa|. oJSfi^ 7Ha|^(100)S| S3 ^a|xKl06)^ SS LMP oil A|x|(LMP_setup_complete)-l- ^ISS^ 



httrW/natontQ UinriQ nr kr/npifpnt/V fvvll /HOTMPII 1/10900000^070? XMI ?00/S-Oft-1fi 
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^a|&( 110 )o| S3 aa|XKH6)S ^m°\ D JM, ^§ ^§ as LMP Dj|A|^l(LMP_setup_complete)S 

(105)011 ^^£[cK o|§ £ ^ ^d^(110)s| g3 &£|XKl16)fe &S LMP d||a|x| (LMP_setup_complete)7|- 

noil c|| oj- LMP o]|A|x|(LMP_setup_complete)# 7HA|^(100)^I g3 Sa|A*Kl06)S 

a-i, o|§ as^Kii sH&si^ £2# gseW. 7Ha|^(ioo)^I HH »a|*Ki06)fe §& LMP oil 

A|x|( L MP_setup_complete)7|- ^>J£|S, e!Sfi*H» »£«KiI, *H£f*l*r °J2§ 4f«eW. 

5E 5Boj| £A|£| b}st eJ^^ 1 ? 7HA|^(100)^I g3 &a|x|-(106)a|- ^aJ*(110)S| aa|x|-(116)o|| 

c|| o[ ojg ojoi|o|#(Authentication^Enabie)-B SL^ "0x01 ^§£]CH SJch 

o|s^ &o| ojg oich|o|Mo| ^E|o||/H a 21^3-=?- 7Ha|^(ioo)^ g3 aa|xKl06)7|- ejSS^P- ^^(1 10)£| H 

3 aa|xKl16)S LMP D||A|x|(LMP_au_rand)# £l#S^P ^£1^(1 10)£| S3 *K1 1 6)fe Zioil 

S3 ^Alxioil SH&Sl^ §& LMP Di|A|x|(LMP_sres)# ^fS? 7HA|^(100)£| g3 3a|xKl06)S dft fi- 
ef. 

o|o|| ttl-Bl- oj#o^ 7HA|^(100)^I §3 ^a|^(106)^ <32 ti§ SFS LMP DflA|x|(LMP_setup_complete)» ^J#S.^P- 
=^d^(H0)sj |a aa|XKH6)S ^#ohSAH, ^§fi <y§ g£ LMP DflA|x|(LMP_setup_complete)S Qi|sa| 
(105)oi| xi^oi-cK oJ#S^F 4=^^(110)^1 &a|xKl16)te, x ^-l £!o«o|*o| ^2 £!§o| s^hs 
^§s|CH 5i£o^ j oj§ -yg LMP Di|A|x|(LMP_setup_complete)7|- ^^^19, t^S LMP Dl|A|x|# d|| sa|(i 15) 
oj| xiS^ch. LMP Dj|A|x|(LMP_au_rand)-I- °i^S^P- 7H*lft(100)£| Ha &a|*Kl06)S ^S^f. 

oj^s.^ 7HA|^(ioo)^i 13 &a|xKl06)fc £3 ^§ as LMP D||A|x|(LMP_setup_complete)* #Sfi oj|Ai o] 
§£^ r-Aj^( 110 )o| ga fia|xKll6)S^E| 2J#a^ LMP o||A|x|(LMP_au_rand)7|- ^slffl, no{| qjfi- DIM 
x|cH| SH&^lfe £]# LMP Di|A|x|(LMP_sres)# ^§2? ^aja( 110 )°| g3 &a|*Kl16)^ 

ojs S zp ^Aj^( 110 )o| §3 aa|xKH6)fe, S3 LMP Dl|A|x|(LMP„sres)7|- ^Aj£)Dj t Dfls.a|(ii5)o|| aHSWa 
0 ^3 as LMP cH|A|x|(LMP_setup_complete)oj| cH#J£|^ S3 DflA|x|oj LMP oil a|x| (LMP_setup_complete)# 
ojgfi^?. 7|)A|*(100)S| S3 aa|xKl06)^ £#fi^, ^ S^hS SS^AH ^.Sfich ^J^S^?- 7Ha| 

^(100)^1 S3 &a|xKl06)-^ CHI aa| (I05)oi| aH^h|o| 51-^ as LMP Dl|A|x|(LMP_setup_connplete)ol| q) 

§£|^ gy- LMP tHI a| x| (LMP_setup_complete)^ I- ^d£| D J, §S§f2, oj2# ^S&^L 

a^«j. £j3 aa| ^9 ^J#S^ 7Ha|^(ioo) a 4=^*(110)0| sna-s|fe 

s(d| £A|§j)^ su-a a^oiii ^ ski-. 



a^*|. ^o| g. ^S-B M^-f-^^l- S-E- #a| ff^# oissfe SAj & go||Ai S-*IZ}cH| °Ji§ ^§1^, 

(57)8+21 

^-Ajo S d|o|Ei# ^ oj^§ ^gsp| ^|o> ojg «ngoj| 5icHAH, 

(a) ^7| ojg ^§f A^q| x^|^o| ojg^^g ^)oH A^ 7 | Atqi §x|^o S ^ t o|#fi^p- Qi|A|x|# $ 

(b) ^7| fl| 1 o«a|7:|o|| qjS- §S £>i|A|x|7|- 4=d£lS, ^^H^l §^H^o|| a[m d(|a|x|S 

(C)^7| (b')tWI ^, ^1 &*lS^Ei *\\ 1 Dl|A|X|7|- ^£|°J, X|| 1 D)|A|X|7h AV 7 | ^go| D||A|X|0|| Cfl g 

S3 Di|A|x|ojx|# *||3ofe E[7j|; 

(d) ^7| (c)E.^|o| jHiaaaf. API 1 "HI A I^I7|- ^7| §3 oi|A|x|7F oH2, ^| 2 2!Sfi? oHA|x|o|S, a^| xhi 2 £!# 
£L^F oil a | x| oil q)gs)-^ S3 Dll A l*l# &\ EMI: 

(e) ^7| (d)E.M! ^, fe^l x|| 2 o||A|x|7|- ^7| 2 QflA|x|7|- a^7| Di|A|x|oi| q)S 

S3 d||a|x|oix|# x|3ofe E.MI; 
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(f) #?| (e)3*l «|aaaf, * 2 d|a|x|71 S7| rfc§£| t»|A|x|o|| cng£|£r g& mH*|o|a. 4P| 3#§*l-§- as 

sffe- t^it sssfe ?d« ^s^s ©fe 3a *I3 sa. 

S?S2 

n 1 sou ajcHAi, 

#7| (b) 33lfe, 

sm, S7i W^hsi s-- 7 !- S7i <tm 7 \ owa 3a ^§ o«a|xi# aj 7 | dhaixisah ^%°\ 

3*1 xjs-*^; 

S7| (f)3*lfe, 

( f1 )A^| gx||o| £ = 7l S7| S7| EfTflOlS, *,K7| 3#3*r9 So)| §3 ?|# ^gohfe 37H| * C+ 

(f2)4M 3*H2| S^tS-H^ &7| 2l7| 37«7l oHS,y7| 3S«l*f» SFS^hS A H S7| S*l oj^S 

•tfSSffe Eh71l# ci aU-Sffe- 2!# f§££ sfe 3a ^§§ 3S SS. 

*l| 1 S<HI SicHA-l, £p| (b)37fl£-, 

(b1)4PI °J# g& CHI 1 ^ h ^4=13, fifo[2 Sife ?| S££f S7| *)| 1 d«a|x| ##a| o|#3 £H g §Mf 

0\%?>\Q\ ^7 1 °l-§- §9 D||A|Xp|- A|# *l|3S4r 3*1; 

(b2)4P| (b1)Eh74|a| *Ha23f. S7| 3# g3 ch|a|x|7|- ^£S|x| at°°J, 3# aiflWai* ^ 37fl# ^ 5! 

s agog s-*i?j 3S -ass sis 3# aa. 
34 1 soil such-m. a} 7 | oj# see, 

(g) S7| (c)3?fla| mass}. £PI «l 1 oil ^i^V S7| o\\^\x\o\\ m#£|fe- oi|A|x|o|3, S7| 3#im« & 

c>74i# q £pic a* ^§°s s*i?j 3a *is 3§ sa. 

*ll 4 Soil ?lo\M, 4,^1 (b) 3*lfe, 

S x||o| |jf S ^7|- S7| i7| 9^ £1-7)1013, §3 ?| *IS D||A|A|# A^7| Dj|A|X|£A-1 t§°IS^ 

AH^*m, ^ 7 1 a^Ds| -i-if sle.?\ ^7| i7| th^|7|- oHS 33 Q||a|x|# ai-7| ^§a| cH)A|7:|^.Aj ^ 

||€^aVxhs*^; 

S^l (g)EWIfc, 

(gl)S7| a| S ^7|- S7| i7| E[^|o|3, ^7| oj#S*l« €fS«PI Soil |3 ?|# ^-fe! Eh^l* M 

(g2)S7| Sa«o| #s|HS.7h ^7 1 £7| 37||7h ofu|g, a^ 7 | °i#g*FS &£SfSAi 4,^1 S*| ?31§ 
•aS^fe £[711* ci sssfe 3# ig°£ sifc S*|?ia| 33 ^HS 3# se. 

S?S6 

°Ajo^ moiEi-s ^t!& ^ 3a# ^is eis saoii siojA^ 

(a)S7| 33 iSag S*^ -fe.^ S*IS^N 3S ^«s|-7| fl© fll 1 2!§a? i>ll^|7C|7h =^iJE|3, -feh7| x)| 1 

oj §2.^1 CHI a|x| o)| cHg£|^ §S o||a|a|# 3741; 

<b)S3l (a) 3511 4=g^, feOI SCH SXIS^EH CHIA|II?> ^^'33, XI6JS) 3# 52i SiaShfc 3311; 

(c) S7| x|-aj o| 3# *H|3S S2|, 3#o| ^asf-3, S7| d)|a|x|# xf&s^, ^| 2 3#S.^P- Q|I A I^I 
m S7| Sm S*IS 3711; 

(d) S7| (C)374| S7| ^CH ^7 1 J)| 2 2!f£? D)|A|X|0|| CH#E|fe C»|A|X|7h ^iJ£|°3, ^7| ( C ) 
37)|0)|Ai Xt^ft D||A|A|0)| CHgf£|^ §3 D||A|X|g ^7| ^c|) $S©f3Ai S7| 3# S*[# Ej"7)|# 5. 

Soht s*i?i 33 3# sa. 

s^s/ 
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*il 6 Soil 9lo\*\. (d) EMIfe. 

(t>)<Lmo\\M -fePI ^Ssj Dl|A|x|7h Ha ?| -flfi oflA|x|o|^, §3 *| o||a|x|o|| ch^£| 

Ak 7 | (b)EJ-7i|oj| a-| ^aJ^i a^| ^igsi Dil A|x|7h ^§ o]| A|x-|o|°j , ^1 a§ 011*1*1.011 cHS-5L|fe § 

s o^a -y§§ *ia 2}^ yg, 

*tl 6 thoj| xicHAi, a^7| (d)Eh*lfe, 

(dl)4K>l Ai| 2 SJSSL^P CH|A|X|Oj| q)g£|^ g& ^|A|X|7h ^AJ£|S, A}7| Ai| 2 ?JSa^ Dl|A|X|# ttH o|-g£j- gH 

a SMfif M#^:n 2ife ?l §Mf 0|§^Oj AJ 7 | xi| 2 a^fi? Di|A|x|o« q|§£|fe g& 011*1*1 7 1- 

(d2)*J7| (di)EM|s| aiiaaaf. flW*Ph &oa, £!« 4|nH*|ai» EMI» q m 

*i| 6 Soil 9lo\M t -fePI (b)"EWIfe £i# eJoilolg SMf oj^ 530^ 51 sfrfe Sh»IZ}s| 

Dj|o|Ei# t^dlf t 2ife ojS# ^Sop| ^| oj# »£o|| 2iO|A-|, 
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